[Ipunoxenue 2
K 00s13aTe/1bHON nH(OpMaLIUK
JUIs pa3MelIeHHs Ha caiiTe

NHP®OPMALUNOHHAS TAMSITKA
JJIS1 OBYYAROIUXCS JIUISI PASMEIILEHUS
HA OONIHUAJNIBHBIX UHTEPHET-PECYPCAX

C KaXIIbIM I'0JIOM MOJIOJIEXKH B MHTEPHETe CTAHOBUTLCS OOJIbllIe, a IIKOJIb-
HUKH OJIHM M3 CaMbIX aKTUBHBIX I10Jib3oBaresiell Pynera. Mexay tem, oMUmo
OTPOMHOI'0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HeceT U npobJiemMbl. DTa namsrT-
Ka J10JKHA TOMOYb Tebe 6e3011acHO HaX0/IUThCS B CETH.

Kominprorepusie BUPYChI

KoMnproTepHblii BUPYC - 2TO Pa3HOBHIHOCTH KOMIIbIOTEPHBIX HPOIpaMM,
OTJIMYUTEILHOW 0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTH K Pa3MHOKCHHUIO.
B nononHeHue K 3T0My, BUPYChl MOTYT IOBPEIUTH WU MOJHOCTBIO YHUYTOKHUTH
Bce (haiiyibl U JaHHBIE, [TOJKOHTPOJIbHBIC MOJIB30BATENIO, OT UMEHH KOTOPOro Obliia
3alylleHa 3apakeHHasi IporpamMMma, a TakKe IOBPEAUTh WM JaXKe YHUYTOXKHUTb
ONEPALIMOHHYIO CUCTEeMY €O BceMU (aiylamu B 11esioM. B OonblIMHCTBE cllydaes
PacIpoCTPaHsIIOTCS BUPYChl Yepe3 UHTEpPHET.

Meto/bl 31U Thl OT BPEJOHOCHBIX [IPOIPAMM:

1. Mcnonp3yii COBpeMEHHbIE OINEPALlMOHHBIE CUCTEMbI, UMEIOIHUE CEepbe3-
HBIM YpPOBEHb 3aILUThI OT BPEIOHOCHbIX [IPOIpamMM;

2. IloctosiHHO ycraHaBiuBai 1avyru (LUUQpPOBbIC 3aILJIATKH, KOTOPbIE aBTO-
MaTHYEeCKH YCTAHABIMUBAIOTCS C LIEJIBIO JI0pabOTKU NPOrpamMMbl) U JIpyrue 0OOHOB-
JIEHUs CBOEH onepanuoHHOM cucTeMbl. CkayuBail MX TOJILKO € O(PUUHAIBHOIO
cadita paspaborunka OC. Ecim cywmecrByeT pexuM aBTOMaTHU4eCKOro oOHOBIIE-
HUsl, BKJIIOYH €ro;

3. PaGoTaii Ha cBOeM KOMIIBIOTEpE 01 [paBaMU [10JIb30BaTE/Isl, a HE aJMHU-
HUCTpATOpa. DTO HE MO3BOJIMUT OOJBUIMHCTBY BPEJOHOCHBIX IPOI'PAMM MHCTAILIM-
pOBAThCSl Ha TBOEM NEPCOHAIBHOM KOMIIBIOTEPE;

4. Ucnonb3yil aHTUBUPYCHbIE IIPOIPAMMHBIE TPOJYKTbI U3BECTHBIX MPOU3-
BOJIUTEJICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanuub GU3UYECKUIA JJOCTYII K KOMIIBIOTEPY JUISl IOCTOPOHHUX JIMLL;

6. Wcronp3yil BHemIHUE HOcUTeld MH(POPMALUU, TaKUe Kak (uiellka, JUCK
WK (haiisr U3 UHTepHETa, TOJIBKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He orkpbiBail KoMIblOTepHbIE (hailiibl, M1OJYyYEHHbIC U3 HEHAJIEKHBIX HUC-
TOYHUKOB. Jlaxke Te (haiibl, KOTOpbIe MpHUCIal TBOU 3HAKOMbBINH. Jlydie yrounu y
Hero, OTIPAaBJIsj JIM OH Tede HX.

Ceru WI-FI

Wi-Fi - 910 He Bu niepejiauu JIaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMILbL OpeH/L,
mapka. Eme B 1991 roay nHuaepianjckas KOMIIaHMs 3apeructpuposaja OpeH/



"WECA", uto obo3nauvano ciosocoyeranue "Wireless Fidelity", kotopbiii nepe-
BOAMUTCS Kak "OecrpoBOHAs TOYHOCTD".

Jlo Hauero BpemeHu Jiouuia Jipyrasi abOpeBuarypa, KoTopas siBJIsIeTCsl TAKOM
)Ke TexHojorued. Dro abOpesuarypa "WIi-Fi". Takoe Ha3Banue ObUIO JaHO C
HAaMEKOM Ha CTaHJapT BbicuIei 3ByKoBO# TexHuku Hi-Fi, uto B nepesojie o3Hava-
eT "BbICOKAsi TOYHOCTE".

Ja, OecraTHBIA UHTEPHET-A0CTYI B Kade, OTEJISIX M adpoIopTax sB/sieTCs
OTJIMYHONM BO3MOXKHOCTBIO BbIXOJla B MHTepHeT. HO MHOrue sKcreprsl CUMTalOT,
uyto obwwenocrynusle Wi-Fi ceTu He sBisitoTcst 6€30macHbIMHU.

Cogetsl 110 O6e3onacHocTH paboTel B 001Ie10CTYMHBIX ceTsix Wi-fi:

1. He nepepnasaii cBoio Jinunyo uHdopmaruio yepes odueocrynnsie Wi-Fi
ceTd. PaboTas B HUX, XKenaTesIbHO HEe BBOJAMUTH I11apOJIM JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpa;

2. Mcnonib3yit 1 OOHOBIISIA aHTUBUPYCHBIE IIporpaMmbl U Opanamayep. Tem
caMbIM Tbl 00e30Macuilb ce0st OT 3aKa4Ku BUPYCa Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonszoBanuu Wi-Fi orkmoun ¢pyskmuo "OOmumii goctyn Kk daii-
nam U npuHtepam". JlanHast yHKUMS 3aKpbiTa 110 YMOJIYAHMIO, OJIHAKO HEKOTO-
pble 0JIb30BATEIM aKTUBUPYIOT €€ Ul y100CTBa MCIO0Jb30BaHusl B pabore iIn
yuebe;

4. He wucnoaessyih nyOnuunsid WI-FI s nepejauu JuMYHBIX JaHHBIX,
HarpuMep JUIsl BbIXO/a B COLIMAJIBHBIC CETH MJIMA B YJICKTPOHHYIO [1OYTY;

5. Mcnonb3yii TosibKo 3amuuienHoe coeaunenne yepes HTTPS, a ne HTTP,
T.e. Ipu Habope Beb-aapeca BBOM UMeHHO "https:/";

6. B moOuiibHOM Tenedone otkimoun ¢pynkuuio "loaxmouenune k Wi-Fi aB-
tomaruyeckn". He nomyckall aBTOMaTM4ecKoro IOAKJIIOUEHUS! YCTPOHCTBA K ce-
TsiMm Wi-Fi 6e3 TBoero cornacus.

CoumasnpHble ceTH

CoumanbpHble CeTH aKTUBHO BXOJST B HAULY KHW3Hb, MHOI'ME JIIOJM paboTaror
1 J)KUBYT TaM IIOCTOSIHHO, a B Facebook yike 3apeructpupoBan Muiliimap/1 4ej1oBexk,
4TO SBJISETCS OJHOM CeJAbMON BCeX JKHTeNIeH IUIaHeTbl. MHOrue 110J1b30BaTelld He
MOHUMAIOT, 4YTO MH(pOpPMAaLMs, pa3MELICHHAass UMHU B COLIMAJIbHBIX CETSAX, MOXKET
OBITH Haﬁneﬂa n HUCIIOJIB30BaHa K€M YIroJAHO, B TOM YHCJIC HEC o0s13aresibHO ¢ OJia-
I'MMH HaMEePEeHHSIMHU.

OcHoBHBIE COBETBI 110 0€30I1aCHOCTH B COLMAJIbHBIX CETAX!

1. Orpanunup crucok Jipy3ei. Y 1edsi B JIpy3bsiX HE JIOJDKHO OBITH Cllydai-
HbIX ¥ HE3HAKOMBIX JIIOJICH;

2. 3ammuiai cBOXo 4acTHyIo Ku3Hb. He ykasbisaii napouu, rejieoHsl, ajpe-
ca, JIaTy TBOEI'O POXKJAEHHUS U JAPYTyIO JHUHYIO HHGOPMALHUIO. 3JI0yMbILILICHHUKH
MOT'YT MCIIOJIB30BaTh Jaxce HH(OPMALIMIO O TOM, KaK Thl U TBOU POJIMTEIH IUIaHHU-
pyeTe NMpoBeCTH KaHUKYJIbI;

3. 3amuiai CBOIO peryTauuio - JepKU ee B YMCTOTe M 3ajaBail cebe Bo-
npoc: xorell Obl Thbl, YTOOBI JIpyrue IMoJb30BaATEIN BUJICIH, YTO ThI 3arpyKaeilb’
[Tonymait, npexjie 4em 4To-T0 011yOJMKOBATh, HAIIUCATD U 3arpy3UTh;



4. Ecii TbI rOBOPHILL C JIOJIbMH, KOTOPLIX He 3Haellb, He UCIOJIb3YH CBOE
peasbHOe MM U JAPYIYIO JIMYHYI0 MH(POpPMAUMU: UMS, MECTO JKUTEIbCTBA, MECTO
y4eObl ¥ pouee;

5. M3berait pazmewienus ¢ororpaduii B Uurepuere, riae tol u300pakeH Ha
MECTHOCTH, [10 KOTOPOH MOKHO OIPE/CIHUTE TBOC MECTOMNOJIOKCHHE,

6. Ilpu perucTpauru B COLMAIBHON CETH HEOOXOAUMO MCIIONIB30BATE CJIOK-
HbI@ NIapOJIM, COCTOAIIME U3 OYKB U LIU(P U C KOJIMYECTBOM 3HAKOB HEe MeHee &;

7. JAng couMagbHOR CeTH, [0YTBI U JAPYIUX CAHTOB HEOOXOJIMMO HCIIOJIB30-
BaTh pasHble 1aponu. Torga ecau teds B3IOMAIOT, TO 3JI0YMBIIUICHHUKH 1OJTy4YaT
JOCTYT TOJBKO K OJTHOMY MECTY, a He BO Bce cpasy.

DNEKTPOHHBIE IEHBIH

DNEeKTPOHHBIE JIEHbI'H - ATO O4€Hb YJIOOHbBIH Cr10co0 IUIaTexe, 0/(HaKo Cy-
IECTBYIOT MOILUEHHHUKH, KOTOPBIE XOTST LIOJYYHUTh ITH JICHbIU.

DJIeKTPOHHBIC ACHBIY ITOSBUIMCH COBCEM HEJIABHO MU MMCHHO M3-3a 3TOr0 BO
MHOI'MX IOCY/IapCTBax J0 CHX I10p HE IMPOMNUCAHO PO HUX B 3aKOHAX.

B Poccuu e oHM (YHKIIMOHHPYIOT U O HUX YK€ IPONUCAHO B 3aKOHE, e
MX pa3/le/iAI0T Ha HECKOJIBKO BMJIOB - aHOHMMHBIE M He aHOHMMHbIe. Pa3Huua B
TOM, YTO @aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MpoBOJUTh onepanuu 6e3
HJIeHTU(PUKALKMK T0JIb30BaTEIIsl, @ B HEAHOHUMHbBIX HJICHTH(UKALMS [10J1b30BATESI
SIBJISICTCSI 00S3aTCIIBHOM.

Takxe ciie/lyer pa3imyarh 2JeKTPOHHbIE (PUaTHbIE JIeHbIW (paBHBI rocynap-
CTBEHHbIM BallOTaM) M JJIEKTPOHHbIC HeduaTHble ACHBIUW (HE paBHbI rocyjaap-
CTBEHHBIM BaJIOTaM).

OcHoBHbIE COBETHI M0 0e301acHOi padoTe ¢ MNIEKTPOHHBIMU JICHLI'AMM:

1. IlpuBsku K cdyeTy MOOMIIbHBIH TesieoH. DTO caMblil y100HbBIH U ObICT-
pBIf cr1oco® BOCCTAHOBHUTH JIOCTYI K cueTy. [IpuBsizanusiil TesieoH MoOMOXKeT, ec-
au 3a0yjienlb CBOHM IUIATEKHBIA 11apoJib WM 3aijlelllb Ha CailT ¢ HE3HAKOMOI'O
YCTPOWCTBA;

2. Ucnonp3y#t oxHopasosble napoid. Ilocne nepexojia Ha yCHIeHHYIO aBTO-
puzanuio Tede yxxe He OyJeT yrpokarb ONacHOCTh KPaKy MIIM llepexBaTa 11aTex-
HOTO MapoJis;

3. BpiGepu cnoxueli napossb. llpecrynnukam OyjeT HE NpocTO yrajaarb
CJIOXKHBIA nmapoiib. HasleskHbie maposiy - 9T0 1apoJid, KOTOpbIe COJCpKAT He MEHee
8 3HAKOB M BKJIIOYAIOT B ce0sl CTPOUHBIE U MPOIMUCHBIE OYKBBI, IIU(MPbI U HECKOJIb-
KO CHMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, ¢yHTa, BOCKIMIATEIBHBIM 3HAK M T.II.
Hanpumep, $tROng!;;

4, He BBOJM CBOM JIMYHBIC JJAHHBIC HA CaliTax, KOTOPBIM HE JIOBEpsiellb.

DNeKTpOHHAs 1oYTa

DIEKTPOHHAs 104YTa - 3TO TEXHOJOIUS M MPEJIOCTABISEMBIE €10 YCIYTH I10
[EPEChUIKE U ITOJTYUYEHHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBbIE paclpeelstoTCs B
KOMITBIOTEPHOH ceTH. OOBIMHO JICKTPOHHBIH IOYTOBBIN SIIMK BBLITISAAUT CIE/1LY-
FOLUM 00pa3oM: UM _ToJib30BaTeNsi(@uMs_jjoMeHa. Taxxke kpome repejadu 1po-
CTOr0 TEKCTa, MMEETCS BOZMOXKHOCTH Mepe/iaBarh (haibl.

OcHOBHbIE COBETHI 110 O€3011aCHON padoTe ¢ IEKTPOHHOH TOYTOH:



1. Hago BbOpaTh nNpaBUJIbHBIA IOYTOBBIA cepBUC. B HHTEepHETE eCTh
OIPOMHBIH BBIOOP OECIUIaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPSTh TEM,
KOI'0 3Haelllb ¥ KTO IePBbIM B pEUTUHTIE;

2. He ykaspiBaii B 1MuHO# noute JIMUHYIO HHGopManuio. Harpumep, jydine
BbIOpaTh "My3bIKaIbHBIA (panar@" win "pok2013" Bmecto "remal3";

3. HMcnounp3yil JByXdTallHYyl0 aBTOPU3ALMIO. DTO KOIJla MOMHUMO IapoJis
HYXHO BBOJUTb KOJI, IPUCbUIaeMbli 110 SMS;

4. BoiOepu c0KHBIH 11apoJib. JJjisi Kaxk/10T0 M0YTOBOIO SIIMKA JIOJIKEH ObITh
CBOM HAJIEXKHbIN, YCTOMYUBBIN K B3JIOMY I1ap0Jib;

5. Eciiv ecTh BO3MOXKHOCTH HAIlMCaTh CaMOMY CBOM JIMYHBIA BOIIPOC, MC-
M0JIb3YH 3TY BO3MOKHOCTB;

6. Mcnionp3yil HECKOJILKO TMOYTOBBIX SILMKOB. IlepBbIi Ui 4acTHOW nepe-
IIUCKH C aJipecaraMy, KOTOPBIM Thbl J0Bepsiellib. DTO JIEKTPOHHbBIM aJIpec He HAl0
MCII0JIB30BaTh IPU PEerucTpaluy Ha (hopyMax u cairax;

7. He orkpsbiBaii ailsibl U Jpyrue BIIOXKEHUS B MUCbLMAaX, JlaXKe eCld OHH
NPUIIA OT TBOUX Jpy3eil. Jlydwie yro4yHu y HUX, OTHPAB/ISIM JIM OHU Tede JTH
(aiinbr;

8. Ilocne okonHuanusi padoThl HA IIOYTOBOM CepBUCE IIepell 3aKpbITUEM
BKJIQJIKU C CaliTOM He 3a0y/ib HaxaTh Ha "BeridTu".

KuOepOy utHHI WiIK BUPTYaJIbHOE U3/1€BATE]IbCTBO

KubepOymuHr - npeciepoBanue cOOOLIEHUIMH, COACPKALLMMU OCKOpOIIe-
HUSl, arpecCculo, 3alyruBaHue; XyJIUIraHCTBO; COLMalIbHOe DOMKOTHpOBAHUE C I10-
MOIIBbIO Pa3JIMYHbIX HHTEPHET-CEPBHUCOB.

OcHoBHbI€ cOBeTbI 110 Ooprle ¢ KuOepOyIIUHIOM:

1. He Opocaiicst B 60ii. Jlyuuiuii crioco0: mocoBeToBaThCsi Kak cedsi BECTH H,
€CJIM HET TOro, K KOMY MOKHO 0OpaTHUTLCS, TO BHa4ajle yCHOKOUThCSA. Eciau Tbl
Ha4yHellb OTBEYaTb OCKOPOJEHUSIMH Ha OCKOpOJIeHMs, TO TOJIBKO euie OoJjiblie
pa3oxIKellb KOH(MIUKT;

2. Ynpasinsii cBoeil kubeppenyraiuei;

3. AHOHUMHOCTH B ceTd MHMMas. CylwecTBYIOT CIOCOObI BBISICHUTb, KTO

CTOMUT 32 aHOHHMHBIM aKKayHTOM;
4. He crouT BecTH XyJMranckuii oOpa3 BupTyaiibHOH sku3Hu. Murepner

(ukcupyeT Bce TBOM JCHCTBMS M COXpaHsieT MX. Yaauurhb ux Oyjer kpaiHe 3a-
TPY/AHUTEIILHO;

5. Cobmoaai cBOXO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit equHu4Hblil HeratuB. OHOPA30BbIe OCKOPOUTEIIbHbBIE CO00-
IIEeHMsI JTy4ylle UrHopupoBarb. OOBIYHO arpeccusi MpekpalaeTcss Ha HavallbHOM
CTa/luH;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOLICHUSIMH, B
COLIMAJIBHBIX CETSX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIIPABKU COOOLEHUH ¢ OIpe-
JIeJICHHBIX a/IpeCcoB;

8. Ecsii TbI cBuerens kubepOysuinHra. TBou JileicTBUs: BBICTYIIUTbL IPOTUB
npeceoBaTesisi, oKa3aTh eMy, 4T0 ero JeHCTBUs OLCHUBAIOTCS HEraTUBHO, I10/1-
JIepKaTh )KEePTBY, KOTOPOH Hy)KHA IICUXOJIOrMYECKas MOMOILb, COOOIHUTH B3pOC-
JIBIM O (haKTe arpecCUBHOIO ITOBE/ICHUS B CETH.



MoOGunbHbli Tenedon

CoBpemenHble cMapT(OHbI U IUIAHLIETHI COEPXKAT B ce0e BIIOJIHE B3POCIIbIii
(QyHKIMOHAJ, U TEIepb OHU MOI'YT KOHKYPHUPOBATH CO CTALMOHAPHBIMM KOMIIbIO-
tepamu. OJIHAKO, CPe/ICTB 3aIIUTBI /UL MOJA00HBIX YCTPOMCTB [10KA OYEHbL MAJIo.
TectupoBanue u nouck ysI3BUMOCTEH B HUX HPOUCXOJUT HE TAK WHTEHCHBHO, KaK
s 11K, To e camoe kacaercss 1 MOOMJIBHBIX IIPUIIOKEHUH.

CospemenHble MOOUIIbHBIE Opay3epbl yKe NPAKTUYECKH JOTHAJINW HACTOJIb-
HbI€ aHAJIOIM, OJIHAKO pacliMpeHue (QyHKIMOHAIa BiedeT 3a co0O0H OO0JIbIIYIO
CJIOKHOCTH M MEHBIIYIO 3alUIIEHHOCTb.

Jlajieko He BCe IMPOM3BOJMTEIM BBIIYCKAIOT OOHOBIICHMS, 3aKPbIBAIOIIKE
KPUTUYECKUE YSI3BUMOCTH JUUISi CBOMX YCTPOHCTB.

OcHoBHbIe cOBeTbI Jyisi 0€3011aCHOCTH MOOHIBHOTO TesiedoHa:

Huuero ne siisiercst no-nacrosiiemy OecruiarusiM. bysib octopokeH, Bejb
Korja rede npeaaraoT OecriaTHbIA KOHTEHT, B HeM MOTYT ObITh CKPBITBI KaKue-
TO IJIATHBIE YCIIYTH;

Hymait, npexgie yem otnpaButb SMS, ¢oto uinu Bujgeo. Thl TOUHO 3HAEIID,
rjae oHu OyayT B KOHEYHOM urTore?

Heo0x01uM0 0OHOBIISITE ONEPAIIMOHHYIO CHCTEMY TBOCTO cMapTdoHa;

Mcnonp3yit aHTUBHPYCHBIE [IPOrPAMMBI JUISi MOOMIIBHBIX TeJIe(OHOB;

He 3arpyxail npujioKeHust OT HEH3BECTHOIO MCTOYHMKA, BE/b OHU MOTYT
coiepKaTh BPEJOHOCHOE IIpOrpaMmMHoOe ofbecrieyeHue;

[Tociie Toro kak Thl BBIAJCIUIb C CaiTa, IJIe BBOAMII JIMYHYIO MH(DOPMALIUIO,
3aiiiu B HacTpoiku Opaysepa u yaanu cookies;

Hepuozmqecxld nposepm‘fl, KaKHe IIaTHbIC YCIIYI'M aKTUBUPOBAHbLI HA TBOEM
HOMEPE;

JlaBaii cBol HOMEp MOOWJIBHOrO TejedoHA TOJIBKO JIHOJSMM, KOTOPBIX Tbl
3HaeLIb U KOMY JIOBEpsIeIlib;

Bluetooth nosmkeH ObITh BBIKIIOYEH, KOIJA Thl UM He osib3yeuncs. He 3a-
ObIBail HHOT/1a IPOBEPSITH ITO.

Online urpsr

CoBpemeHHbBI€ OHJIAMH-UIPBI - 9TO KPacOYHbIE, 3aXBaThIBAIOIUE pa3Biicue-
HUsl, OOBEIUHSIIONIHE COTHH TBICSY YEJIOBEK 10 BceMy MHUpY. Mrpoku ucciemayror
JAHHBIA UM MHUp, OOLIAIOTCS JPYT C JAPYroOM, BBIIOJIHSIOT 3aaHUsl, CPa)aloTcs ¢
MOHCTPAaMU U MOJIy4YalOT OIBIT. 3@ YJOBOJBCTBHE OHHU IUIATST: [OKYIAIOT JIUCK,
OIIAYMBAIOT a00OHEMEHT MUJIM IPUOOPETAIOT KAKKe-TO OIIIMH.

Bce st cpejicTBa WayT HA MOJAEPIKAHUE U PAa3BUTHE UI'PBI, @ TAKXKE HA camy
6€30MacHOCTh: COBEPLICHCTBYIOTCS CUCTEMbl aBTOPU3ALMH, BBIITYCKAIOTCS HOBBIC
natyy (LM(pOBBIC 3aIUIaTKH JUISL [IPOIrPAMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX Mrpax CTOMT OIACATLCS HE CTOJBKO CBOMX COIEPHHUKOB,
CKOJIbKO KpaXKd TBOEro MapoJisi, Ha KOTOPOM OCHOBAaHA CHUCTEMa aBTOpHU3alUH
OO0JIBLIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOET'0 UIPOBOI'0 aKKAyHTA:

1. Eciin gpyroit urpok Bejet ceds MI0Xo WK co3jaeT Tedbe HeIpUsTHOCTH,
3a0JIOKMpYH €ro B CIIUCKE UIPOKOB;



2. Ioxanyiicss aIMUHUCTpATOPaM MIPbl HA IUIOXOE IOBEJAEHHE ITOrO MIPO-
Ka, J)KeJIaTeJIbHO MPUJIOKUTh KaKKe-TO J10Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He ykassiBali 1uunyio uadopmaimio B rnpodaitie urpsi;

4. Ypaxai JIpyrux y4aCTHUKOB I10 UI'pE;

5. He ycranaBinuBail Heo(hUIMaIbHbIE [IATYU U MOJIbL;

6. Mcrionb3yit cil0KHBIE U pa3Hble HApOJIu;

7. daxe BO BpeMsS UTPbl HE CTOMT OTKJIIOYaTh aHTUBUPYC. [loka TbI Mrpa-
€llIb, TBOHM KOMIIBIOTEP MOI'YT 3apa3UTh.

DUIIMHT WK KpaXka JIMYHBIX JIaHHbIX

OObIuHOM KpaXked JCHEr M JIOKYMEHTOB CEro/IHs YK€ HMUKOI'O HE YJAMBHUIb,
HO C Pa3BUTHEM HHTEPHET-TEXHOJIOIMH 3JI0YMbBIIUICHHUKHA [1€PEeMECTH/IMCh B MH-
TEPHET, U IIPOJA0JIKAIOT 3aHUMATBLCS "TIOOMMBIM" J1€JI0M.

Tak nosBMiiach HOBas yrpo3a: HHTEPHET-MOILUCHHHYECTBA HJIM (DUILIMHI,
rjaBHas 11eJIb KOTOPOro COCTOUT B IOJYYEHUU KOH(PHICHIIMAIbHBIX JaHHBIX T10JIb-
30Baresed - JIOrMHOB M naposieid. Ha anriuiickom sizbike phishing uurtaercs kak
¢ummnr (ot fishing - peiGHas Jiossst, password - napoJin).

OcHoBHBIE COBETHI 110 O0prde ¢ hUuInHroM:

1. Cienu 3a cBOMM akkayHTOM. Eciid Thl 110J03peBaciib, YTO TBOS aHKETa
Obl1a B3JI0MaHa, TO HEOOXOAUMO 3a0JIOKMPOBATh €€ U COOOLIMTh aIMUHUCTPATO-
paMm pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Ucnone3yii 6e3omacHble BeO-CalThl, B TOM YMCJI€, MHTEPHET-MarasuHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnone3yii crnoxusle W pa3uble napoiu. Takum oOpasom, eciu Tels
B3JIOMAIOT, TO 3JIOYMBILUIEHHUKH [OJYYaT JOCTYII TOJIBKO K OJHOMY TBOEMY IIpO-
¢buito B ceTH, a He KO BCeM;

4. Eciu Te0s B3710Maiu, TO HEOOXO0AMMO IPE/YNPEJAUTh BCEX CBOMUX 3HAKO-
MBIX, KOTOpble 100aBieHbl y Te€0sl B JIpy3bsiX, O TOM, UYTO TeOs B3JIOMAJIM M, BO3-
MO’KHO, OT TBOEr0 UMEHH OYJIET pacchulaThCsl ClaM M CCBhUIKM Ha (DUIIHHIOBbIC
CaWThI;

5. YcranoBu HazexHbli naposib (PIN) Ha MoOMIIBHBIHN TesnedoH;

6. OTKII04YM coXpaHeHue napoJis B Opaysepe;

7. He orkpeiBaii (aiibl U Jpyrue BIIOKEHHUS B IHCbMax, JaxKe €CJIM OHH
NPULLUIA OT TBOMX JApy3el. Jlyduie yTo4HH y HHMX, OTIIPABISUIM JIM OHH TeOe ITH
(ainbl.

[{udpoBas perryrarus

[{udppoBas peryranusi - 370 HeraTHBHAs WJIM [O3UTHUBHAs HHQOpMalLUs B
cetu o Tebe. Komnpomerupyrowmas uupopmanus, pa3mMelieHHas B MHTEpHETe, MO-
KET cepbe3HbIM 00pa3oM OTpa3uUTbCs Ha TBOCH peasbHOM xu3HU. "Lludposas pe-
myTanus’" - 9TO TBOH MMHJDK, KOTOpbIH hopmupyercss u3 uHdopmauuu o rede B
MHTEpHETE.

TBOe MecTo KUTeIbCTBa, yuedbl, TBOE (GUHAHCOBOE 110J10KEHHE, 0COOEHHO-
CTH XapakTepa U pacckasbl 0 OJU3KHUX - BCE 9TO HAKAIIJIMBACTCS B CETH.

MHorue noApoCTKH JerKOMbBICICHHO OTHOCATCS K I1yOJIMKAUMU JINYHOM HH-
¢opmauuu B MHrepHere, HE [OHUMAas BO3MOXKHbBIX MOCIACACTBUMH. Tbl Jaxke HE



CMOXEILb J10ralaTbesi 0 ToM, 4To (Gororpadus, pa3melleHHas S JeT Hazajl, craja
NPUYMHOMN OTKa3a NpUHSTH TeOs Ha paboTy.

KommenTapuu, pasmeutenue TBoux Gororpaduii u jpyrue JIeHCTBUS MOTI'YT
He MCYE3HYTh JaxKe I10CJIe TOro, Kak Thl UX yJanuuib. Tbl HE 3HaeUIb, KTO coXpa-
HMJI 9TY MH(OPMALIMIO, 11011aJ1a JIX OHA B IIOMCKOBBIC CUCTEMBI M COXPAHMJIACH JIU
OHa, a IVIaBHOE: YTO IMOAYyMAaloT O TeOe OKpYyXKarollue JIIO/U, KOTOPble HAWIYT U
yBUIAT 3T0. Halitu nH(popManuio MHOIo JIeT CIyCTsi CMOXeT JIoOOoH - KaK U3 J100-
pbIX MOOYKACHHUH, TaK U C HAMEPEHUEM IPUYMHUTEL BpeJl. DTO MOXKET ObITh KTO
YIOJIHO.

OcCHOBHBIE COBETHI 110 3a1UTe HUPPOBOMA peryTaluu:

1. Iojxymaii, npexie 4em 4to-To MmyOJIMKOBaTh U nepeaasars y ceds B Oiore
WUJIA B COLIMAJIBHOM CEeTH;

2. B nactpoiikax npoduis yCTaHOBH OrpPaHUYEHHUS] HA MPOCMOTP TBOETO
NpoQUIIL U ero COAEPIKUMOro, c/iejiai ero ToJabKo "uist Jpy3ei’;

3. He pa3meniail u He yka3biBall HH(pOpMAIMIO, KOTOpasi MOXKET KOro-aubo
OCKOpOJISATEL MM O0MIKATD.

ABTOpCKOE I1paBo

CoBpeMeHHbBIE LIKOJbHUKM - AKTUBHbIC I110JIb30BaTe/IM LU(POBOro Ipo-
cTpaHcTBa. OHAKO JaJeKO HEe BCE 3HAIOT, YTO IMOJIb30BAHUE MHOI'MMH BO3MOIKHO-
CTSIMH IIMGPOBOro Mupa tpedyer coOIto/IeHUs MpaB Ha UHTE/UIEKTYyalbHYIO CO0-
CTBEHHOCTb.

TepmuH "unreiniexryanbHas COOCTBEHHOCTB' OTHOCUTCS K pa3IMYHBIM TBO-
PEHMSM YeJIOBEYEeCKOI'o yma, Ha4uHasi ¢ HOBBIX M300peTeHHuid U 3HAKOB, 0003Ha-
YaAKOIMX COOCTBEHHOCTh HA IIPOJYKTHI M YCIIYI'M, M 3aKaHuMBasi KHUIamu, ¢Goro-
rpausMH, KHUHO(MUIbBMAMU U My3bIKQJIbHBIMH [IPOU3BE/ICHUSAMHU.

ABTOpCKHE IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYyaJbHYIO0 COOCTBEHHOCTb Ha
IPOU3BEICHHUS HAyKH, JIUTEPATypbl U UCKycCTBA. ABTOPCKHE I1paBa BLICTYIAIOT B
Ka4yecTBe rapaHTHH TOI'0, YTO MHTEJUICKTYa/IbHbIH/TBOPYECKUI TPyl aBTopa He Oy-
JIeT HaIlpaCHBIM, J1aCT €My CIIpaBe/UIMBble BO3MOXHOCTH 3apadoTaTh Ha pe3ylbTa-
Tax CBOEro TPy/a, MOJIYYUTh U3BECTHOCTh U npusHanue. Hukro 0e3 paspeuieHus
aBTOpa HE MOXET BOCIIPOMU3BOJIMTH €ro MPOU3BeJIeHHUEe, paclpoCTpaHsTh, IyOIuy-
HO ACMOHCTPHPOBATh, IIpojJaBarb, MMIIOPTHUPOBAaTh, IIyCKATb B IIpOKaAr, l’ly6Jll/l‘—ll’lO
UCIIOJIHATD, [T0Ka3bIBATL/UCIIOIHATE B 2(Upe WK pazMelnars B Murepuere.

Hcnonp3oBanue "muparTckoro" nmporpaMMHOIro oOecre4yeHus MOKeT [puBe-
CTM K MHOI'MM pHUCKaM: OT IIOTE€pPHU JIaHHbIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH
TBOEI'0 YCTPOWCTBA, IJle yCTaHOBJIEHA HelerajibHas nporpamma. He crout takke
3a0bIBaTh, 4YTO CYILECTBYIOT JIerajlbHble M OecIUlaTHbIE IPOIPaMMbl, KOTOpPbIE
MOKHO HAWTH B CETH.

O noprane

CereBUYOK.p(] - TBOM IVIaBHBII COBETYUK B CETH. 3/1€Chb Thl MOXKELIb Y3HATh
0 0e30I1acCHOCTH B CETH IOHATHBIM U JOCTYIIHBIM S3bIKOM, @ [PY BO3HMKHOBEHHUU
KPUTHYECKOH CHUTyallud OOpaTHTBCS 3a COBETOM. A TaK)Ke IIPUHATH y4dacTHE B
KOHKYpCax M CTaTh CaMbIM [U(POBBIM I'PaKJaHUHOM !



